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Network
TCP/IP Protocol stack

AIMS
The goal of this course is to provide a strong knowledge of TCP/IP in the context of local area
networks. Theoretical lectures and practical labs will give you the opportunity to be able to
build and to understand your LAN network using IP.

This EC is part of the teaching unit Network Essentials (TC-3-S1-RES) and contributes to the
following skills:

C2 Specify, design and model communication networks and protocols
Capacity: Describe the role and functionality of the network layer.
Capacity: Describe the role and functionality of the transport layer
Knowledge: IPv4
Knowledge: IPv6
Knowledge: ICMP
Knowledge: TCP
Knowledge: UDP

A3 Implement an experimental approach
Capacity: Deploy and configure a local network
Capacity: Wire, manipulate a patch bay
Capacity: Use Wireshark software to collect and analyze traces
Capacity: Measure the performance of a local network

C6 Design, implement, develop, deploy networks and protocols
Capacity: Design an addressing plan for a local network
Knowledge: DHCP
Knowledge: DNS
Knowledge: NAT

CONTENT
1. Basic concepts of networking and IP
2. IP encapsulation, ARP/RARP protocols
3.  Addressing scheme and (static) routing in IP networks
4. Transport layer and UDP
5. TCP and reliable/performance mechanisms
6. Some useful extension: NAT, filtering, DNS.
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PRE-REQUISITE
Basic knowledge on probabilities, medium sharing, coding scheme.
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